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1. INTRODUCTION

The integration of digital literacy into the secondary education curriculum has
become imperative in an era characterized by rapid technological advancement. Digital
literacy, defined as the ability to effectively and critically navigate, evaluate, and create
information using digital technologies, extends beyond basic computer skills to encompass
a broad set of competencies necessary for participation in a digital society (Ng, 2012;
Belshaw, 2012). In the context of education, digital literacy is a cornerstone for preparing
students to engage in lifelong learning, access digital resources responsibly, and solve
complex real-world problems. As digital technology reshapes how knowledge is created
and shared, educators are compelled to rethink pedagogical approaches and curriculum
design to include digital competencies (Spante et al., 2018).

Numerous studies have affirmed that students who are digitally literate tend to
perform better academically. According to Siddiq et al. (2016), there is a strong correlation
between digital literacy and critical thinking skills, both of which are crucial for students'
cognitive development and academic success. Moreover, integrating digital tools into
classrooms has been shown to enhance student engagement, motivation, and collaboration
(Koltay, 2011; Lai et al., 2015). For example, a comparative study in South Asia found
that students exposed to blended learning strategies involving digital platforms
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demonstrated higher retention rates and deeper conceptual understanding (Apriyanto et
al., 2023). These outcomes underline the transformative potential of digital literacy in
facilitating active and participatory learning environments.

Despite its promise, integrating digital literacy into secondary education is not
without challenges. A prominent barrier is the digital divide—defined as the gap between
individuals who have access to modern information and communication technology (ICT)
and those who do not (Van Dijk, 2020). In developing countries, this divide is often
exacerbated by inadequate infrastructure, limited access to digital devices, and insufficient
internet connectivity. Furthermore, disparities in teacher preparedness and institutional
support hinder the effective implementation of digital literacy initiatives (Adhikari et al.,
2016). Research conducted by Palagolla and Wickramarachchi (2019) emphasized that
teacher training programs must address not only technical skills but also pedagogical
strategies to ensure meaningful technology integration.

Teacher beliefs and attitudes toward technology also play a significant role in the
adoption of digital literacy practices. According to Tondeur et al. (2017), educators who
perceive technology as beneficial for student learning are more likely to incorporate digital
tools into their instruction. However, a lack of confidence and resistance to change often
impede this integration. Professional development opportunities that are ongoing, context-
specific, and collaborative have been recommended to improve teacher competencies and
foster a culture of innovation (Instefjord & Munthe, 2017).

Curriculum alignment is another crucial component of successful digital literacy
integration. Educational policy must support the systematic inclusion of digital
competencies within subject areas rather than treating them as add-ons. As shown in a
study by Ferrari (2013), embedding digital literacy into the core curriculum helps students
contextualize technology use in real-world applications, fostering interdisciplinary learning
and problem-solving. Additionally, curriculum designers must ensure that digital literacy
frameworks address diverse student needs, including those with learning disabilities and
students from marginalized backgrounds.

Student agency is enhanced when learners are equipped with digital literacy skills
that allow them to construct knowledge autonomously. Digital tools such as blogs, wikis,
and multimedia presentations encourage creativity, self-expression, and collaboration
(Coiro et al., 2014). These tools also provide platforms for formative assessment and
immediate feedback, enabling students to reflect on their learning and make necessary
adjustments. Research by Quah and Ng (2023) indicates that digital storytelling, when
integrated into language learning, improved both digital competencies and linguistic skills
among Grade 10 students in Hong Kong.

It 1s also important to consider the ethical dimensions of digital literacy. Students
must be taught how to critically evaluate online information, respect intellectual property,
and engage responsibly in digital environments. The development of such competencies
contributes to informed digital citizenship, which is essential in combating misinformation,
cyberbullying, and data privacy violations (Livingstone & Helsper, 2007).

In Indonesia, initiatives to enhance digital literacy in schools are supported by the
Ministry of Education's digital transformation roadmap, which encourages the adoption
of technology in teaching and learning. However, implementation varies significantly
across regions due to infrastructural and human resource constraints. A recent study by
Wahyu Permata (2025) found that novice English teachers often struggle with integrating
digital tools into their lessons due to limited digital training and support systems. This
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suggests a pressing need for targeted interventions and policy reforms to bridge the gap
between technological potential and classroom realities.

Given these complexities, the present study adopts a qualitative case study approach
to explore the integration of digital literacy in a selected secondary school in Indonesia.
The objective is to examine how digital tools are utilized in the teaching-learning process,
assess their impact on student engagement and learning outcomes, and identify the
enabling and constraining factors that influence implementation. By providing a grounded
understanding of digital literacy integration at the classroom level, this study aims to
inform educators, policymakers, and curriculum developers about effective strategies to
promote digital competence in secondary education.

2. METHODS

This study employed a qualitative case study methodology to gain an in-depth
understanding of digital literacy integration in a real-world secondary school context. The
case study approach was chosen for its capacity to provide rich, descriptive insights into
complex educational phenomena within their natural settings (Yin, 2018). The selected
research site was a public secondary school in Indonesia that had recently introduced a
digital literacy initiative as part of its broader ICT-based education reform. The school was
purposively selected based on its active use of digital tools in classroom instruction and
teacher training programs.

Data collection methods included classroom observations, semi-structured
interviews with teachers and students, and document analysis of lesson plans, digital
content, and school policy documents. Observations focused on how digital tools were
used during teaching sessions, including interactive whiteboards, online quizzes,
multimedia presentations, and learning management systems. Interviews were conducted
with six teachers and twelve students from various grade levels to explore their perceptions,
experiences, and challenges related to digital literacy practices.

All interviews were audio-recorded, transcribed verbatim, and analyzed
thematically. Thematic analysis followed Braun and Clarke's (2006) six-step process,
allowing patterns and categories to emerge from the data. Triangulation of data sources
enhanced the study’s credibility and reliability. Ethical considerations included informed
consent, confidentiality assurances, and voluntary participation. The findings from this
methodological approach provided a comprehensive picture of how digital literacy
integration shapes learning processes and outcomes in secondary education.

3. RESULT AND DISCUSSION
3.1. Enhanced Student Engagement

Figures, which include all visual materials such as graphs, diagrams, and photos,
must be presented clearly and informatively. Each figure must be numbered sequentially
(e.g., Figure 1, Figure 2). A descriptive caption is placed below the figure, prefixed with its
number, and must explain all elements within it so it can be understood independently. It
is important to ensure that every figure has been referred to in the narrative text before the
figure is displayed. For publication purposes,

The integration of digital literacy tools in secondary education has had a substantial
impact on student engagement levels within the classroom. Observational and interview
data from the case study revealed that the use of digital tools such as interactive
whiteboards, online learning platforms (e.g., Google Classroom), quizzes (e.g., Kahoot),
and multimedia presentations significantly increased students' attention and participation
in class activities. Unlike traditional instructional methods, these tools provided diverse
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modes of content delivery visual, auditory, and kinesthetic catering to multiple learning
styles and preferences.

Students reported feeling more motivated to attend classes and complete assignments
when digital elements were incorporated. The gamification of learning through apps that
award points, badges, and instant feedback was particularly effective in maintaining
attention and encouraging competition in a healthy, collaborative manner. For example, a
student interviewee noted that using quiz apps during science class made learning “feel like
a game,” which helped them retain information better and look forward to class. Similarly,
teachers observed that students were more likely to participate in discussions and submit
assignments on time when tasks were integrated with digital platforms that allowed for
creativity and interactivity, such as video editing tools or digital storytelling apps.

In addition, digital engagement extended beyond the classroom. Many students
engaged with course material outside of school hours through online forums, video
tutorials, and shared Google Docs for group assignments. This indicates a shift toward
more autonomous and self-directed learning behavior, a key component of lifelong
learning.

However, the level of engagement was not uniform across all students. Differences
were observed based on students’ digital proficiency, home access to technology, and
familiarity with online learning environments. Some students from under-resourced
backgrounds faced challenges in sustaining engagement due to limited access to devices or
internet connectivity. Nevertheless, teachers actively worked to mitigate these challenges
by offering printed alternatives or facilitating extended computer lab sessions.

3.2. Improved Critical Thinking Skills

The implementation of digital literacy tools in classroom instruction has also
demonstrated a positive influence on the development of students’ critical thinking skills.
Critical thinking, defined as the ability to analyze, evaluate, and synthesize information, is
a core competency for academic success and digital citizenship. In the observed
classrooms, students engaged in a variety of tasks that required them not only to consume
information but also to assess its credibility, compare perspectives, and generate original
content using digital tools.

Teachers designed assignments that required students to perform web-based research,
assess source reliability, and present their findings using multimedia tools such as
infographics, video presentations, or blog entries. These activities encouraged students to
go beyond rote learning and engage in higher-order thinking processes. For instance, in a
history lesson, students were asked to compare historical narratives from multiple online
sources, analyze bias, and present a balanced view. This task required them to evaluate
digital content critically an essential 21st-century skill.

Additionally, the incorporation of collaborative tools such as Google Docs and
Padlet facilitated peer evaluation and group problem-solving. Students were encouraged
to pose questions, challenge each other’s assumptions, and collectively refine their ideas in
real-time. Such interactive processes mimic the kind of collaborative critical thinking
required in modern workplaces and higher education environments. Teachers noted an
increase in students’ ability to construct logical arguments, defend their positions, and
reflect on their reasoning.

The use of digital simulations and scenario-based learning further deepened students'
critical reasoning abilities. In one case, a simulated environmental policy debate allowed
students to assume roles of stakeholders (e.g., government, NGOs, corporations) and use
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data analytics tools to support their claims. This not only enhanced their subject knowledge
but also taught them to weigh evidence, consider implications, and negotiate outcomes—
skills critical for informed decision-making in both civic and professional life.

Nevertheless, the success of these strategies hinged on the teachers’ ability to scaffold
digital tasks appropriately. Without guided instruction, some students tended to rely on
superficial search results or plagiarize content. To address this, teachers integrated mini-
lessons on digital ethics, source evaluation, and citation practices, reinforcing the
responsible use of digital information.

In summary, digital literacy integration provides a robust platform for cultivating
critical thinking in secondary education. When aligned with thoughtful pedagogy, these
tools empower students to become analytical, reflective, and independent learners capable
of navigating a complex information landscape.

3.3. Teacher Preparedness and Professional Development

Teacher preparedness plays a pivotal role in the successful integration of digital
literacy into classroom instruction. In the case study, it became evident that teachers’
digital competence and confidence directly influenced the quality and frequency of digital
tool usage in lessons. Teachers who had previously attended structured training programs
or who actively explored digital innovations were more likely to design engaging, student-
centered learning experiences using technology. Conversely, teachers with limited
exposure or support exhibited hesitation or reverted to traditional methods, even when
digital resources were available.

Professional development was found to be most effective when it was ongoing,
contextualized, and collaborative. Teachers benefited significantly from hands-on
workshops that allowed them to experiment with digital tools and reflect on how these
could enhance pedagogy. For instance, a science teacher shared how training in using
simulation software enabled her to guide students in conducting virtual experiments,
something that had not been feasible due to limited lab access.

Peer mentoring also emerged as a powerful mechanism for building digital
confidence. Teachers who were proficient in technology often supported colleagues
through informal coaching, team-teaching, or resource-sharing platforms. This created a
professional learning community that normalized experimentation, reduced anxiety, and
encouraged innovation.

However, institutional support varied. While the school leadership in the case study
promoted a digital literacy agenda and allocated time for training, some teachers expressed
concerns about the lack of structured follow-up or differentiated training that addressed
varied proficiency levels. For instance, older teachers or those from non-STEM disciplines
often found it challenging to align digital tools with subject content, emphasizing the need
for subject-specific strategies in professional development.

Additionally, teachers reported time constraints as a barrier to exploring new tools
or redesigning lessons for digital formats. Many expressed the desire for dedicated time
within their workload to plan and integrate technology meaningfully rather than treating
it as an “add-on.”

To ensure sustainability, it is crucial that professional development becomes an
embedded part of school culture rather than a one-off event. Incentives such as digital
badges, recognition programs, and opportunities to lead workshops also motivated
teachers to improve their digital pedagogy. In essence, equipping teachers with not only
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technical skills but also pedagogical strategies is key to ensuring that digital literacy is
integrated in a way that enriches teaching and promotes meaningful student learning.

3.4. Infrastructure and Resource Availability

The effectiveness of digital literacy initiatives in secondary education is highly
dependent on the availability and reliability of technological infrastructure and learning
resources. In the case study school, significant investments were made to enhance digital
infrastructure, including upgrading computer labs, improving internet bandwidth, and
providing projectors and tablets for classroom use. These improvements created an
environment where both students and teachers could engage with digital tools on a regular
basis, making digital literacy integration feasible and impactful.

Reliable internet connectivity was reported as the backbone of digital teaching and
learning. Teachers highlighted that previously, frequent disruptions in connectivity
discouraged the use of online tools during lessons. With the improved infrastructure,
however, teachers could implement synchronous and asynchronous digital tasks more
confidently. Students, in turn, were able to access online learning materials, submit
assignments via learning management systems, and collaborate with peers virtually.

Device availability also played a key role. The school adopted a shared-device model
in which tablets and laptops were distributed on a rotating schedule. While this system
allowed broad access, it sometimes limited spontaneity and flexibility in tech integration,
particularly for teachers who wanted to embed digital tools into everyday lessons. Some
classrooms were equipped with interactive whiteboards, enhancing the delivery of
multimedia content and supporting visual learners.

However, disparities in student access outside school remained a challenge. Not all
students had access to personal devices or home internet, creating inequities in
opportunities to engage with digital resources after school hours. To mitigate this, the
school implemented measures such as extended computer lab hours, provision of printed
alternatives, and collaboration with local internet cafes for subsidized access.

Technical support was another critical factor. Teachers emphasized the need for
prompt IT assistance to troubleshoot issues, update software, and maintain devices. The
presence of a dedicated IT staff member in the school contributed to smoother
implementation and boosted teacher confidence.

Resource quality and relevance also mattered. Teachers expressed a need for curated,
subject-specific digital content aligned with national curriculum standards. Open
Educational Resources (OERs) were increasingly utilized but required vetting to ensure
accuracy and age-appropriateness.

In conclusion, infrastructure and resource availability form the operational backbone
of digital literacy programs. Strategic planning, investment in sustainable infrastructure,
and equitable access mechanisms are essential for fostering an inclusive, technology-
enriched learning environment.

4. CONCLUSION

The integration of digital literacy into secondary education has shown to be a
transformative force in enhancing student engagement, promoting critical thinking, and
improving overall academic outcomes. This case study highlighted that when digital tools
are effectively embedded into teaching practices, students become more motivated,
autonomous, and cognitively active learners. The use of multimedia resources, interactive
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platforms, and collaborative digital tools has not only increased classroom participation
but also extended learning beyond the traditional school environment.

Equally important to the success of digital literacy integration is the role of teacher
preparedness and professional development. Teachers who are digitally confident and
pedagogically informed are more likely to create inclusive, engaging, and effective digital
learning experiences. However, sustained institutional support, access to high-quality
training, and time for professional learning are essential to empower educators in this
digital shift.

Infrastructure and resource availability emerged as foundational enablers of digital
literacy. Adequate internet connectivity, device access, and technical support significantly
influenced the feasibility and quality of implementation. Nevertheless, challenges such as
the digital divide and unequal access to digital tools, especially outside school, remain
persistent barriers that require strategic policy responses.

Overall, the findings underscore the need for a holistic and equitable approach to
integrating digital literacy in education—one that involves collaborative planning among
educators, policymakers, and stakeholders. Future research should explore longitudinal
impacts, scalability of best practices, and culturally responsive digital pedagogy to ensure
that all students can thrive in an increasingly digital society.
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